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T he integration of AI and big 
data into marketing has 
transformed the ways in 
which businesses interact 

with customers, personalize expe-
riences, and optimize operations. 
Our previous exploration highlighted 
the profound influence of AI and big 
data on modern marketing and the 
shift toward data-driven decisions.1 
As these technologies evolve, they 
offer unprecedented opportunities 
but also introduce complex ethical 
dilemmas and regulatory challenges 
that demand careful consideration.

This follow-up column article nav-
igates the ethical frontier emerging 
from AI and big data in marketing. It 
explores the ethical implications, reg-
ulatory landscape, and measures to 
enhance transparency and account-
ability. By examining real-world case 
studies and technological advance-
ments, we highlight the crucial role 
of ethical governance and human 

oversight in sustaining the integrity and fairness of AI-driven 
marketing practices. Our discussion aims to pave the way 
for innovations that uphold consumer rights and align with 
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broader business objectives, ensuring 
that marketing technologies progress 
responsibly and beneficially.

ETHICAL CONSIDERATIONS  
IN AI-DRIVEN MARKETING
The rapid integration of AI and big 
data into marketing raises numerous 
ethical considerations. While power-
ful, these technologies can lead to un-
intended consequences if not carefully 
managed. A major ethical issue in AI-
driven marketing is the potential for 
bias in algorithmic decision making.

Algorithms are only as unbiased as 
their training data, and biased data can 
lead to unfair or discriminatory out-
comes.2 For example, in 2019, the Apple 
Card was reported to offer lower credit 
limits to women than men with similar 
credit qualifications.3 This issue was high-
lighted by high-profile users, including 
a tech entrepreneur who tweeted about 
his wife receiving a significantly lower 
credit limit. This incident prompted 
investigations by financial regulators 
and sparked a broader debate about the 
transparency and fairness of algorithms 
in financial decision making.

Another significant ethical concern 
in AI-driven marketing is privacy. The 
extensive data required to fuel AI algo-
rithms often include sensitive personal 
information. An infamous example 
is the Cambridge Analytica scandal. 
In 2018, it was revealed that the data 
of approximately 87 million Facebook 
users were harvested without consent 
by Cambridge Analytica.4 These data 
were used to target political advertis-
ing in ways that many considered ma-
nipulative and a breach of trust. This 
scandal highlighted the need for strin-
gent data protection measures and eth-
ical data handling practices.

Recent events have further high-
lighted the complexities and ethical 
dilemmas in AI development and de-
ployment, particularly concerning transpar-
ency, consent, and intellectual property 

rights. For instance, OpenAI’s release 
of a new voice model that closely resem-
bled Scarlett Johansson’s voice from the 
film Her led to public outcry and legal 
action.5 Johansson, who had declined 
to voice ChatGPT, was shocked to find 
that the voice named “Sky” was eerily 
similar to hers. This incident empha-
sizes the importance of ethical guide-
lines and the enforcement of consent in 
AI development.

The opaque nature of some AI sys-
tems (often referred to as “black boxes”) 
poses significant challenges to ethical 
marketing. Transparency in how AI 
models operate and make decisions 
is crucial for maintaining consumer 
trust. For example, Amazon faced crit-
icism for using dynamic pricing algo-
rithms that showed different prices to 
different customers based on browsing 
history and previous purchases.6 This 
practice raised concerns about fairness 
and transparency because customers 
were not made aware that prices could 
vary based on personal data. This case 
highlights the need for companies to be 
transparent about how AI algorithms 
influence pricing and other consum-
er-facing decisions.

AI’s ability to predict and influ-
ence consumer behavior can also lead 
to manipulative marketing practices, 
such as hyperpersonalized marketing 
messages that exploit psychological 
vulnerabilities. A popular example of 
the effective use of algorithm nudge2 
is Netflix. Netflix’s use of predictive 
algorithms to personalize viewing rec-
ommendations has been both praised 
for its innovation and critiqued for 
potential manipulation.7 Critics argue 
that, by curating content based on ex-
tensive viewing, data can narrow user 
perspectives and excessively influence 
choices. This situation exemplifies the 
ethical challenges of AI in entertainment 
and marketing, prompting discussions 
on the balance between personalization 
and manipulation.

As these cases illustrate, AI and big 
data offer powerful marketing capabil-
ities but also raise significant ethical 
issues. Ensuring ethical AI usage re-
quires addressing biases, safeguarding 
privacy, maintaining transparency, and 
avoiding manipulative practices.

THE REGULATORY 
LANDSCAPE AND 
COMPLIANCE CHALLENGES
The advancement of AI technology 
presents unique ethical challenges that 
necessitate robust regulatory frame-
works.7 Current regulations, however, 
face several criticisms, such as those 
regarding tick box, double standards, 
and specificity.

	› Tick box criticism suggests 
that existing regulations often 
turn ethical compliance into a 
procedural formality and fail 
to ensure genuine adherence to 
ethical standards.8

	› Double standard criticism ad-
dresses the disparity in transpar-
ency expectations between AI 
systems and traditional human 
decision-making processes.9

	› Specificity criticism questions 
the applicability and targeted 
focus of current AI guidelines.10

These criticisms underscore the need 
for more comprehensive and effective 
legislation. In response to these challenges, 
the European Parliament approved the 
European Union (EU) Artificial Intel-
ligence Act on 13 March 2024.11 This 
act highlights the necessity of regula-
tion amid the rapid development of AI 
technologies exemplified by platforms 
like ChatGPT.

A parallel development is observed 
in China, where growing regulatory 
pressure from cyberspace administra-
tions is impacting businesses like gen-
erative AI software systems companies. 
These companies must now comply 
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with the strict censorship rules of the 
Chinese Communist Party.12 These 
rules require content alignment with 
socialist core values and national secu-
rity, significantly influencing the strat-
egies of major Chinese tech companies, 
like Alibaba, SenseTime, and Baidu. 
This regulatory landscape has also led 
to increased funding for start-ups aim-
ing to provide Chinese alternatives to 
OpenAI technology.

The new approach to regulating AI 
aims to protect people from harm and 
reduce risks.13 The AI Act will have ex-
traterritorial scope, meaning interna-
tional companies not based in the EU 
will still be subject to it as they are to 

the General Data Protection Regula-
tion (GDPR).13 The AI Act exempts AI 
research before market deployment 
but requires compliance during re-
al-world testing phases. It promotes 
beneficial AI through regulatory sand-
boxes and offers exceptions for free 
and open source AI components, bar-
ring their use in high-risk systems. De-
spite its comprehensive approach, the 
AI Act faces criticism regarding its 
efficacy and feasibility.14 Some argue 
that certain aspects might be unwork-
able, and there are concerns about the 
practical implementation of sanctions.

Many provisions of the AI Act will 
not be enforced until a year after its 
enactment.11 The initial draft high-
lights the challenge of adapting legal 
frameworks to technological advance-
ments and requires coordinated efforts 
from regulators across 27 countries. 
Although the GDPR has imposed sig-
nificant fines for prohibited AI prac-
tices, unethical AI behavior persists.15 
Companies might perceive fines as 
operational costs rather than deter-
rents. This raises the critical question 
of whether self-regulation within 

companies can be trusted. Economic 
interests often overshadow ethical 
considerations, making legal regula-
tions alone insufficient to ensure eth-
ical AI practices.

ADVANCEMENTS IN 
TECHNOLOGY: ENHANCING 
TRANSPARENCY AND 
ACCOUNTABILITY
The rapid evolution of AI and big data 
technologies brings significant po-
tential for enhancing transparency 
and accountability in various sectors. 
Advanced algorithms and AI systems 
can now provide detailed insights into 
decision-making processes, making it 

easier to identify and address biases.1,2 
This level of transparency is crucial 
for building trust among consumers 
and stakeholders.1 Recent technolog-
ical developments enable real-time 
monitoring and auditing of AI sys-
tems. By implementing robust track-
ing mechanisms, organizations can 
ensure compliance with ethical stan-
dards and regulatory requirements.16 
These advancements help in identify-
ing and mitigating the risks associated 
with AI deployment and enhance over-
all accountability.

A poorly constructed AI dataset 
may provide incorrect information 
and give rise to considerable bias in the 
decision-making process, infringing 
on the rights of individuals and groups 
with certain characteristics. The ques-
tion arises as to who will accept the 
blame when an AI result leads to an 
unrepresentative outcome.17 This cre-
ates a difficult situation to ascertain as 
AI runs the risk of becoming a liability 
shield for the shortcomings of those 
involved. Therefore, it is of paramount 
importance to have a clear demarca-
tion within the datasets, with humans 

in the loop as representative data 
sources and the ultimate authority.

People generally expect absolute 
precision from AI systems, but at the 
same time, it may not be easy to forgive 
genuine human error when consider-
ing the consequences of their actions.18 
Since there is no impactful way of hold-
ing machines to account, transparency 
regarding data and those involved with 
the data at face value can provide a 
reasonable counterbalance. A recent 
study suggests that a public registry 
of AI systems can promote and protect 
the public good through AI account-
ability mechanisms.19 This approach 
is like the one used previously to en-
force vehicle safety standards, which 
encouraged car manufacturers to offer 
better safety features. Several reme-
dies can be implemented to address 
the high-risk applications of AI sys-
tems, such as a public registry, diverse 
benchmark testing, automated audit, 
standardized certificates, techniques 
to explain AI systems, social media 
accountability mechanisms, and leg-
islation to address AI accountability 
(Figure 1).

Emerging technologies, like block-
chain, offer promising solutions for en-
hancing transparency and accountabil-
ity within AI and big data practices.20 
Blockchain’s decentralized and immutable 
nature ensures that all transactions and 
data exchanges are recorded and verifi-
able, reducing the risk of data manipula-
tion and providing a clear and auditable 
trail of every interaction. Each block in 
the chain contains a cryptographic hash 
of the previous block, a time stamp, and 
transaction data, ensuring data in-
tegrity.20 Blockchain’s transparency 
allows stakeholders to trace the ori-
gins and movements of data, which is 
valuable for regulatory compliance and 
ethical AI practices. Additionally, block-
chain can facilitate smart contracts: 
self-executing contracts with the terms 
directly written into the code. These 
contracts can automatically enforce 
compliance and transparency in AI ap-
plications, reducing the potential for hu-
man error or manipulation.

Economic interests often overshadow ethical 
considerations, making legal regulations alone 

insufficient to ensure ethical AI practices.
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Explainable AI (XAI) is another 
crucial advancement for enhancing 
transparency and accountability in AI 
systems.21 Traditional AI models, par-
ticularly deep learning networks, of-
ten function as “black boxes,” making 
it difficult to understand how specific 
decisions are made. XAI addresses this 
challenge by developing methods that 
make AI decision-making processes 
more interpretable. XAI provides clear, 
understandable explanations for AI-
driven decisions. This interpretabil-
ity is achieved through techniques 
such as feature importance, which 
identifies the factors most influen-
tial in a decision, and model-agnostic 
methods, which can be applied across 
various AI systems to generate expla-
nations. By offering insights into how 
and why decisions are made, XAI helps 
stakeholders trust and verify the AI 
systems’ outcomes.21 Moreover, XAI 
supports accountability by enabling 
auditability and compliance checks, 
which is essential for applications in 
sensitive areas, such as health care, 
finance, and criminal justice, where 
understanding the rationale behind 
AI decisions is critical​.

By leveraging advancements in tech-
nologies such as blockchain and XAI, 

we can significantly improve trans-
parency and accountability in AI and 
big data practices. These technologies 
address ethical concerns, enhance 
regulatory compliance, and build trust 
among stakeholders by providing 
clear, verifiable, and interpretable in-
sights into AI operations​.

THE ROLE OF HUMAN 
OVERSIGHT
Human oversight remains a critical 
component in ensuring the ethical ap-
plication of AI and big data technologies. 
While advancements in transparency 
and accountability through blockchain 
and XAI are significant, human judg-
ment remains indispensable.

Human oversight is essential in set-
ting ethical standards and interpret-
ing AI-generated insights. AI systems 
can process vast amounts of data and 
identify patterns, but human experts 
are needed to contextualize these find-
ings and ensure they align with ethical 
and societal values.22,23 This is partic-
ularly crucial in sensitive areas, such 
as health care, finance, and criminal 
justice, where AI decisions can have 
profound impacts on individuals and 
communities.23 Human oversight also 
helps identify and address biases that 

AI systems might inadvertently per-
petuate. XAI techniques can clarify de-
cision-making processes, but human 
reviewers provide deeper understand-
ing and corrective actions to prevent 
discrimination.22,23,24

Moreover, human oversight main-
tains accountability. Blockchain can 
create transparent and immutable 
records of AI operations, but human 
auditors are needed to review these 
records, interpret data, and hold or-
ganizations accountable.22,23 This 
oversight ensures compliance with 
regulatory requirements and ethical 
standards, safeguarding against the 
misuse of AI technologies. Human in-
volvement also promotes trust among 
stakeholders. Consumers, regulators, 
and other stakeholders are more likely 
to trust AI systems when they know 
that human experts are guiding the 
technology.23,24

In marketing, human oversight is 
especially important because of the 
direct impact AI systems can have on 
consumer perceptions and behaviors. 
Marketing strategies rely heavily on 
data-driven insights to personalize 
and target advertisements, offers, and 
content.1 Without human oversight, 
AI-driven marketing campaigns may 

FIGURE 1. Public AI registry and audit mechanisms.
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exploit consumer vulnerabilities, lead-
ing to ethical breaches and damaging 
trust. For instance, AI systems could 
reinforce harmful stereotypes or make 
biased decisions based on incomplete or 
skewed datasets. Human reviewers can 
identify biases and ensure marketing 
practices are fair and aligned with ethi-
cal standards.

Transparency in AI-driven market-
ing practices is crucial for maintaining 
consumer trust. By implementing XAI 
techniques, marketers can provide 
clear explanations for targeted adver-
tisements and enhance consumer con-
fidence and brand loyalty.

FUTURE TRENDS AND 
ETHICAL AI IN MARKETING
As AI and big data technologies continue 
to evolve, their potential to revolutionize 
marketing practices and strategies be-
comes increasingly apparent. However, 
with this transformation comes a press-
ing need to address the ethical implica-
tions and ensure that these technologies 
are developed and deployed responsibly. 
Looking ahead, several trends and con-
siderations will shape the future of ethi-
cal AI in marketing (Figure 2).

One significant trend is the anticipated 
increase in regulation and standardiza-
tion specifically targeting marketing 
practices. Governments and interna-
tional bodies are expected to introduce 
more comprehensive regulations to gov-
ern AI technologies used in marketing. 
These regulations will likely focus on 

ensuring transparency, accountability, 
and fairness in AI applications, particu-
larly in areas like targeted advertising, 
customer data management, and per-
sonalized content delivery.

Advancements in XAI will play a 
crucial role in the future of marketing. 
As AI systems used in marketing be-
come more complex, the need for XAI 
will grow. Future developments in XAI 
will provide more sophisticated meth-
ods to interpret and understand AI de-
cision-making processes. This will not 
only help in identifying and mitigating 
biases in marketing strategies but also 
enhance trust among consumers and 
stakeholders by making AI-driven mar-
keting practices more transparent.

The integration of ethical AI frame-
works into marketing practices will 
become more prevalent. These frame-
works will guide the ethical consider-
ations in marketing AI projects, from 
data collection and algorithm design 
to campaign implementation and mon-
itoring. Companies will adopt these 
frameworks to align with regulatory re-
quirements and societal expectations, 
ensuring that AI technologies are used 
responsibly in marketing activities.

Collaboration among various stake-
holders will be essential for AI gov-
ernance in marketing. Governments, 
industry leaders, academics, and civil 
society will need to work together to de-
velop comprehensive guidelines and best 
practices for ethical AI in marketing. This 
collaboration will address the challenges 

posed by AI technologies and ensure 
diverse perspectives are considered in 
policy making.

Enhanced human–AI collaboration 
will also be another key trend in mar-
keting.25 Future AI systems will be 
designed to work more collaboratively 
with marketers, augmenting human 
capabilities rather than replacing them. 
This partnership will emphasize the 
complementary strengths of both AI 
and human judgment, which is cru-
cial in creating effective and ethically 
sound marketing strategies.

In summary, as AI and big data tech-
nologies advance, the focus on ethi-
cal considerations in marketing will 

intensify. Ensuring these technologies 
are developed and deployed responsi-
bly will require comprehensive regu-
lations, advancements in XAI, ethical 
frameworks, stakeholder collaboration, 
and enhanced human–AI partnerships. 
These efforts will help leverage the 
full potential of AI and big data while 
maintaining ethical integrity in mar-
keting practices. 
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