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Election systems often face severe challenges regarding security 
and trust. Threats such as vote falsification and lack of 
transparency in vote counting have shaken the integrity of 
elections in various countries. The use of blockchain technology 
in e-voting has been proposed as an attractive solution to 
overcome this problem. Several studies use blockchain for the 
security of electronic voting systems. The existing methods are 
not resistant against impersonation attacks and man-in-the-
middle attacks. This research proposes a new scheme to 
strengthen a blockchain-based e-voting system. The blockchain 
used in the proposed method is Ethereum. The proposed scheme 
uses the modified framework and The Goldreich-Goldwasser-
Halevi (GGH) signature scheme. Digital signatures generated 
using Goldreich-Goldwasser-Halevi (GGH) can strengthen the 
identity of the message sender so that enemies cannot imitate 
someone. In this research, the Voter's public key and anonymous 
ID are used by the Voter to maintain the Voter's anonymity. 
Based on the experimental results, it can be concluded that the 
proposed scheme is stronger than the previous scheme because 
the probability of success in impersonating the sender with the 
proposed scheme using an impersonation attack and man-in-
the-middle attack is small. 
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1. INTRODUCTION 

The development of blockchain technology has opened opportunities for strengthening the 
security and transparency of digital systems.  One area with great potential for applying this technology 
is electronic voting systems (e-voting). E-voting has become more popular recently[1][2]. In addition to 
being essential for democratic nations, electoral integrity plays a significant role in boosting public trust 
and accountability [3][4][5].  E-voting system security concerns have been one of the subjects that has 
been thoroughly researched in the literature [6].  According to studies, electronic voting may generate 
security concerns [7][8]. Blockchain technology in e-voting has been proposed as an attractive solution 
to overcome this problem[9][10][11]. Blockchain is already well used in the electronic voting process 
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[12].  Several studies use blockchain increased [13][14] for the security of electronic voting systems, 
such as research by Wu & Yang [15] entitled "A blockchain-based network security mechanism for voting 
systems." In this research, there is a weakness in the sender authentication. This weakness makes 
possible impersonation attacks and man-in-the-middle attacks against the sender possible. In this 
attack, the attacker can impersonate a sender, threatening the integrity of the election. 

In Wu & yang, there was a weakness, namely that in the Voter authentication session, the 
Certifying Authority sent a message to the Voter. In this session, the message sent by the Certifying 
Authority contains the message hash and the Voter's public key-based encrypted message. The 
Certifying Authority does not send its signature to the Voter, so the Voter cannot authenticate the validity 
of the Certifying Authority. As a result of this weakness, attackers can impersonate a Certifying Authority 
and send false data to Voters. The inability of Voters to verify the Certifying Authority can undermine 
public confidence in the integrity of electronic voting systems. 

This research contributes to modifying the framework by adding a certified public key and 
implementing GGH cryptography and signature in all communication. It is proven that the proposed 
method is resistant to impersonation attacks and man-in-the-middle attacks. This condition is occurred 
because the probability of successful impersonation attacks and man-in-the-middle attacks for the 

proposed method scheme is 
1

𝑑𝑛×𝑛
. In this system also achieve the anonymity, transparency, and 

immutability of data with the blockchain. 
 

2. METHOD 

In this research, electronic voting begins when the Voter registers with the electronic voting 
system, and the Certifying Authority will register the Voter into the electronic voting system. Once 
registered, the Voter gives his vote to the Node, where his vote will be stored. The Government will then 
count all votes stored by the Node to obtain the results of this electronic voting, and the Government will 
provide or announce the results of the electronic vote count. The voting process is divided into three 
stages, namely, registration, voting, and vote reporting. Details of the electronic voting process are 
shown in Figure 1. 

 
Figure 1. The E-Voting Scenario 

 

In this research, a blockchain-based voting system is designed using a security scheme that uses 
GGH cryptography for message encryption and digital signature generation. Encryption protects the 
messages sent, while signatures verify the message's sender. GGH cryptography is used in security 
systems because it is a cryptographic method with a high level of security and is resistant to quantum 
computer attacks. The terms in Table 1 will be used in this research. 

Table 1. Notation 

Notation Description Notation Description 
V Voter SKCA Private Key Certifying Authority 
CA Certifying Authority PKCA Public Key Certifying Authority 
G Government SKG Private Key Government 
N Node PKG Public Key Government 
PK Public Key SKN Private Key Node 
SK Private Key PKN Public Key Node 
SKV Private Key Voter M Message 
PKV Public Key Voter {{m}SK}PK Message m signed by the private key (SK) and encrypted by the 

public key (PK) 
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2.1  The GGH cryptosystem 

In 1997, Goldreich, Goldwasser, and Halevi proposed an efficient way to build a cryptosystem 
that uses network theory (lattice theory) known as the GGH cryptosystem [16]. Lattice 𝐿 is the infinite 
set of points in n-dimensional Euclidean space with a periodic structure [17]. In cryptography, lattices 
are used as a mathematical basis for developing complex security algorithms to solve certain 
mathematical problems. The lattice L generated by the vector 𝑣1, 𝑣2, … , 𝑣𝑛 is the set of all linear 
combinations of these vectors, where the coefficients are integers. In other words, this lattice is the set 
of all vectors that can be expressed as shown in Equation 1. 

 
𝐿 = {𝑎1𝑣1 + 𝑎2𝑣2 +⋯+ 𝑎𝑛𝑣𝑛;  𝑎1, 𝑎2, … , 𝑎𝑛 ∈ ℤ                     (1) 

 

A basis for L is any set of independent vectors that can generate L. two such basis sets have the same 
number of elements. The dimension of L is the number of vectors in one basis for L. Let 𝑣1, 𝑣2, … , 𝑣𝑛  be 
the basis for a lattice L, and 𝑤1, 𝑤2, … , 𝑤𝑛 ∈ 𝐿 be a collection of other vectors that are also in L. As in 
vector spaces, each 𝑤𝑗 is a linear combination of vectors the basis vector, as shown in Equation 2. 

 
𝑤1 = 𝑎11𝑣1 + 𝑎12𝑣2 +⋯+ 𝑎1𝑛𝑣𝑛,
𝑤2 = 𝑎21𝑣1 + 𝑎22𝑣2 +⋯+ 𝑎2𝑛𝑣𝑛 ,

⋮
𝑤𝑛 = 𝑎𝑛1𝑣1 + 𝑎𝑛2𝑣2 +⋯+ 𝑎𝑛𝑛𝑣𝑛

                      (2) 

 

When expressing 𝑣𝑖 in terms of 𝑤𝑗, this involves matrix inversion as shown in Equation 3. 

 

𝐴 = (

𝑎11 𝑎12 ⋯ 𝑎1𝑛
𝑎21 𝑎22 ⋯ 𝑎2𝑛
⋮ ⋮ ⋱ ⋮
𝑎𝑛1 𝑎𝑛2 ⋯ 𝑎𝑛𝑛

)                       (3) 

As a one-way function for building a public key cipher that depends on lattice reduction 
difficulty, GGH provides a trapdoor [18]. The message must first be encoded as a lattice vector using the 
public basis to implement the encryption procedure. Next, a little error vector must be inserted. When 
implementing the decryption process, the closest lattice vector must be efficiently computed using the 
private basis [19]. GGH has several processes: first key creation, second encryption, and third 
decryption. Table 2 shows the GGH cryptosystem. 
 

Table 2. The GGH Cryptosystem 
Alice Bob 

Key Creation 
Choose a good basis  𝑣1, … , 𝑣𝑛. 
Choose an integer matrix 𝑈, satisfying 
det(𝑈) = ±1 
Compute a bad basis 𝑤1 , … , 𝑤𝑛 as the rows 
of  𝑊 = 𝑈𝑉 
Publish the public key 𝑤1 , … , 𝑤𝑛 
 

 

Encryption 
 Choose small plaintext vector 𝑚 

Choose random small vector 𝑟 
Use Alice’s public key to compute  
𝑒 =  𝑥1𝑣1 +⋯+ 𝑥𝑛𝑣𝑛 + 𝑟 
Send the ciphertext 𝑒 to Alice 

Decryption 
Use babai’s algorithm to compute the 
vector 𝑣 ∈ 𝐿 closest 𝑒 
Compute 𝑣𝑊−1  to recover 𝑚 

 

2.2 The GGH signature 

GGH Signature is a digital signature algorithm based on the closest vector problem in a lattice. 
To approximate CVP, GGH applies the first Babai’s approach [20]. In GGH Signature, the signing and 
verification process uses calculations in a lattice network. The security of the GGH Signature is based on 
the difficulty of solving the nearest vector problem in a lattice, which makes it resistant and difficult to 
attack [21]. In GGH Signature, users generate a digital signature using their private key, and the recipient 
of the signature can verify the signature using the corresponding public key. This algorithm has 
applications in various fields of digital security and cryptography. The digital signature scheme at GGH 
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consists of 3 processes: first, the key creation process; second, the signature process; and third, the 
verification process. The GGH digital signature scheme is briefly explained in Table 3. 

 
Table 3. The GGH Signature 

Alice Bob 
Key Creation 

Choose a good basis  𝑣1, … , 𝑣𝑛. 
Choose an integer matrix 𝑈, satisfying 
det(𝑈) = ±1 
Compute a bad basis 𝑤1 , … , 𝑤𝑛 as the rows 
of  𝑊 = 𝑈𝑉 
Publish the public key 𝑤1 , … , 𝑤𝑛 
 

 

Signing 
Choose document 𝑑 ∈ ℤ𝑛  to sign 
Use Babai’s algorithm to compute a vector 
𝑠 ∈ 𝐿 that is close to 𝑑 
Write 𝑠 = 𝑎1𝑤1 +⋯+ 𝑎𝑛𝑤𝑛 
Publish the signature (𝑎1, … , 𝑎𝑛) 

 

Verification 
 Compute 𝑠 = 𝑎1𝑤1 +⋯+ 𝑎𝑛𝑤𝑛 

Verify that 𝑠 is close to 𝑑 

 

2.3  The Registration process 

This session aims to register Voters who will take part in electronic voting. At this stage, Voter 
data will be checked for validity by validating the data sent by the Voter and authenticating the digital 
signature sent by the Voter. The Voter sends his encrypted signed message containing his ID and 
personal data to the Certifying Authority to register. After the Certifying Authority receives the message, 
The Certifying Authority validates the data from the Voter. The Certifying Authority sends his encrypted 
signed message containing the Voter ID to the Government to validate it. After getting the message from 
the Certifying Authority, the Government sends his encrypted signed message containing the requested 
data based on the ID. After receiving data from the Government, the Certifying Authority validates data 
from the Voter and the Government, if the data from the Voter and data from the Government are 
matched, the Certifying Authority creates anonymous ID for the Voter and sends his encrypted signed 
message containing the anonymous ID to the Voter. The registration process can be seen in Figure 2. 

 

 
Figure 2. The Registration Process 

2.4  The Voting Process 

This session aims to ensure that Voters who will carry out e-voting are valid, and their votes are 
sent to the blockchain. The Voter sends his encrypted signed message containing an anonymous ID to 
the Node. After getting the anonymous ID from the Voter, the Node authenticates the Voter. The Node 
sends his encrypted signed message containing the anonymous ID to the Certifying Authority. After 
getting the message from the Node, the Certifying Authority sends his encrypted signed message 
containing the public key based on the requested data from the anonymous ID. After getting the public 
key from the Certifying Authority, the Node then authenticates the signature from the Voter using the 
public key from the Certifying Authority. If the signature is valid, the Node sends his encrypted signed 
message containing ballot information to the Voter. After the Voter gets ballot information, the vote 
sends his encrypted signed message containing his vote to the Node. After getting the vote from the 
Voter, the Node adds the vote to the blockchain, and after the vote is added to the blockchain Node sends 
his encrypted signed message containing the notification message to the Voter. The voting process can 
be seen in Figure 3. 
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Figure 3. The Voting Process 

2.5  The final report process 

 This session aims to officially calculate and record the election results and announce the results. 
The Government retrieves the vote data that has been stored on the blockchain. Then, the Government 
calculates the results of e-voting. The Government sends the results of e-voting to the blockchain.  
 
3. RESULT AND DISCUSSION  

This research uses an experiment to test the security of communication used in the electronic 
voting system, especially against impersonation attacks and man-in-the-middle attacks. 

3.1 The implementation of GGH 

  This section consists of implementing GGH key creation, encryption, decryption signing, and 
verification in the registration process and in the blockchain-based voting process. 

3.1.1 The implementation of GGH key creation, encryption, decryption, signing, and verification in 
the registration process 

 The Voter chooses a nearly orthogonal basis 𝑉𝑣 as Private Key, and 𝑊𝑣  as public key. 
 

𝑉𝑣 =  (
33 −100 35
−55 −5 −64
−10 −65 −72

) ,𝑊𝑣 = (
−102 595 76
23 −165 −37
−83 995 286

) 

 
Step 1. The Voter signs the message, encrypts it, and sends it to the Certifying Authority 
- The Voter sends a message containing his ID and personal data to the recipient (which contains 
12345,Soni). Then the sender creates a matrix 𝑚 to represent the message 
- The Voter computes the vector 𝑎 close to 𝑚 using his private key and Babai’s algorithm 
- The Voter computes his digital signature {Voter ID, Personal Data}SKS, using Equation 4. 
 

𝑠 = 𝑎𝑊𝑣                   (4) 

 

𝑚 = (

49 50 51
52 53 44
32 83 111
110 105 36

) , 𝑎 = (

22 105 29
22 105 29
10 65 72
79 85 −22

) ,𝑠 = (

1 9 1
1 9 1
−1 −4 0
4 32 3

) 

 
- Elements of 𝑠 including symbols supporting 𝑠, are converted into ASCII code. The Voter concatenates 
𝑚 and 𝑠 as 𝑀, chooses a random small vector 𝑟, and uses 𝑊𝑐𝑎 (as Certifying Authority’s public key) to 
encrypts the message. {{Voter ID, Personal Data}SKS}PKR 

- The Voter encrypts the message, {{Voter ID, Personal Data}SKS}PKR using Equation 5. 
 

𝑒 = 𝑚𝑊𝑐𝑎 + 𝑟                          (5) 
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𝑊𝑐𝑎 = (
227 −72 255
503 178 145
138 −113 261

) ,𝑀 =

(

 
 
 
 
 
 
 
 
 
 
 
 
 

49 50 51
52 53 44
32 83 111
110 105 43
44 57 44
91 91 49
44 57 44
49 93 44
57 44 49
93 44 91
45 49 44
45 52 44
48 93 44
91 52 44
51 50 44
51 93 93 )

 
 
 
 
 
 
 
 
 
 
 
 
 

, 𝑟 =  

(

 
 
 
 
 
 
 
 
 
 
 
 
 

−1 −2 0
2 2 0
0 0 1
0 −3 −1
2 −3 0
2 −3 −1
0 −3 −3
2 −1 2
0 −2 −3
−1 0 −1
1 1 0
3 −3 2
−3 0 1
3 2 3
−1 0 3
2 −1 −3)

 
 
 
 
 
 
 
 
 
 
 
 
 

, 𝑒 =

(

 
 
 
 
 
 
 
 
 
 
 
 
 

43310 −393 33056
44537 720 32429
64331 −73 49167
83719 5908 54499
73190 4106 49189
44733 2003 30968
63974 8051 37461
51378 −2803 41796
41833 −1811 33701
55800 −9147 53845
40935 511 30064
42446 1041 30501
63744 8126 37210
52888 −2266 42232
42798 256 31742
71192 2372 50760)

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
Step 2. The Certifying Authority decrypts the messages the Voter sends using his public key and verifies 
the signature using the Voter’s public key. 
- After getting the encrypted message, the Certifying Authority decrypts the encrypted message.  
- The Certifying Authority uses babai’s method to compute vector 𝑣 that is close to 𝑒 
- The Certifying Authority then decrypts the encrypted message using Equation 6. 
 

𝑀 = 𝑣𝑊𝑐𝑎
−1                  (6) 

 

𝑣 =

(

 
 
 
 
 
 
 
 
 
 
 
 
 

43311 −391 33056
44535 718 32429
64331 −73 49166
83719 5911 54498
73192 4109 49189
44731 2006 30969
63974 8054 37464
51376 −2802 41794
41833 −1809 33704
55801 −9147 53846
40934 510 30064
42443 1044 30499
63747 8126 37209
52885 −2268 42229
42799 256 31739
71190 2373 50763)

 
 
 
 
 
 
 
 
 
 
 
 
 

, 𝑀 =

(

 
 
 
 
 
 
 
 
 
 
 
 
 

49 50 51
52 53 44
32 83 111
110 105 43
91 91 49
44 57 44
49 93 44
91 49 44
57 44 49
93 44 91
45 49 44
45 52 44
48 93 44
91 52 44
51 50 44
51 93 93 )

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

- The Certifying Authority then verifies the digital signature {Voter ID, Personal Data}SKV. It is represented 
as 𝑠 , 𝑊𝑣  as public key Voter. Finally, the Certifying Authority Computes a using Equation 7. 
 

𝑎 =  𝑠𝑊𝑣                                   (7) 

 

𝑠 = (

1 9 1
1 9 1
−1 −4 0
4 32 3

) ,𝑊 = (
−102 595 76
23 −165 −37
−83 995 286

) ,𝑚 = (

49 50 51
52 53 44
32 83 111
110 105 36

) , 𝑎 = (

22 105 29
22 105 29
10 65 72
79 85 −22

) 

 

- Verify that 𝑎 is close to 𝑚  by calculating 𝑣 using Equation 8. 
 

𝑣 =  ‖𝑎 − 𝑚‖                        (8) 
𝑣 = (65 61 48 69) 

- Since the value of 𝑣 is less than 100, so the signature is valid.  
 
Step 3. The Certifying Authority signs the Voter's identity number (the message is 12345) using his 
private key and encrypts it using the Government's public key. The method of the Certifying Authority 
signing and encrypting the message is the same as in Step 1. Furthermore, the Certifying Authority sends 
the encrypted and signed message to the Government. 
 
Step 4. The Government decrypts the messages sent by the Certifying Authority using his public key and 
verifies the signature using the Certifying Authority's public key. The method by which the Government 
decrypts the message and verifies the signature is the same as in Step 2. 
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Step 5. The Government signs the messages (which is 12345, Soni) using his private key and encrypts 
them using the Certifying Authority's public key. The method by which the Government signs and 
encrypts the message is the same as in Step 1. Furthermore, the message is sent to the Certifying 
Authority. 
 
Step 6. The Certifying Authority decrypts the messages sent by the Government using its public key and 
verifies the signature using the Government's public key. The method for decrypting the message and 
verifying the signature by the Certifying Authority is the same as Step 2. 
 
Step 7. The Certifying Authority signs the anonymous ID of the Voter (the message is 39082) using his 
private key and encrypts it using the Voter's public key. The method for signing and encrypting the 
message by Certifying Authority is the same as Step 1. Furthermore, the Certifying Authority sends the 
message to the Voter. 
 
Step 8. The Voter decrypts the messages sent by the Certifying Authority using his public key and verifies 
the signature using the Certifying Authority's public key. The method for decrypting the message and 
verifying the signature is the same as Step 2. 

3.1.2 The Implementation of GGH key creation, encryption, decryption, signing, and verification in 
the blockchain-based voting process 

Step 1. The Voter signs his anonymous ID (the message is 39082) using his private key and encrypts it 
using the Node’s public key. The method by which the Voter signs and encrypts the message is the same 
as Step 1 in the registration process. Furthermore, the Voter sends the anonymous ID to the Node. 
 
Step 2. The Node decrypts the messages sent by the Voter using his public key and verifies the signature 
using the Voter’s public key. The method for decrypting the message and verifying the signature by the 
Node is the same as Step 2 in the registration process.  
 
Step 3. The Node signs the anonymous ID (The message is 39082) using his private key and encrypts the 
message using the Certifying Authority’s public key. The method for signing and encrypting the message 
by the Node is the same as Step 1 in the registration process. The Node sends the encrypted message to 
the Certifying Authority. 
 
Step 4. The Certifying Authority decrypts the messages sent by the Node using its public key and verifies 
the signature using the Node’s public key. The method for decrypting the message and verifying the 
signature by the Certifying Authority is the same as Step 2 in the registration process. 
 
Step 5. The Certifying Authority signs the messages (which is 39082, the Voter’s Public Key) using his 
private key and encrypts the message using the Node’s public key. The method for signing and 
encrypting the message by Certifying Authority is the same as Step 1 in the registration process. 
 
Step 6. The Node decrypts the messages sent by the Certifying Authority using its public key and verifies 
the signature using the Certifying Authority’s public key. The method for decrypting the message and 
verifying the signature by the Node is the same as Step 2 in the registration process. 
 
Step 7. The Node signs the Ballot (the message is Ballot) using his private key and encrypts the message 
using the Voter’s public key. The method for signing and encrypting the message by the Node is the same 
as Step 1 in the registration process. The Node sends the Ballot to the Voter. 
 
Step 8. The Voter decrypts the messages sent by the Node using his public key and verifies the signature 
using the Node’s public key. The method for decrypting the message and verifying the signature by the 
Voter is the same as Step 2 in the registration process. 
 
Step 9. The Voter signs his vote (The message is a vote) using his private key and encrypts the message 
using the Node’s public key. The method for signing and encrypting the message by the Voter is the same 
as Step 1 in the registration process. Furthermore, the message is sent to the Node. 
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Step 10. The Node decrypts the messages sent by the Voter using his public key and verifies the signature 
using the Voter’s public key. The method for decrypting the message and verifying the signature by the 
Node is the same as Step 2 in the registration process. The vote, the anonymous ID, and the Signature of 
the Vote are stored in the blockchain.  
 
Step 11. The Node signs the notification message (The message is a notification) using his private key 
and encrypts the message using the Voter’s public key. The method for signing and encrypting the 
message by the Node is the same as Step 1 in the registration process. The notification message is sent 
to the Voter. 
 
Step 12. The Voter decrypts the messages sent by the Node using his public key and verifies the signature 
using the Node’s public key. The method for decrypting the message and verifying the signature by the 
Voter is the same as Step 2 in the registration process. 

3.2.   Impersonation of the Certifying Authority in the registration process 

This attack aims to impersonate a Certifying Authority and give false data to Voters, such that 
the Voter cannot vote because he gets the wrong data. In this case, the attacker impersonates a Certifying 
Authority. If the attacker wants to impersonate the Certifying Authority, he needs to generate the correct 
Certifying Authority's private key to create the Certifying Authority's signature. So, if the recipient wants 
to verify the signature, he will get a valid signature. To generate the Certifying Authority's private key, 
an attacker needs to know the dimension of the matrix and length d, where d is the range of the private 
key value. So, the probability that the attacker can generate the correct Certifying Authority's private 

key is 
1

𝑑𝑛×𝑛
. In this case, n is the number of dimensions. Assuming the attacker knows the private key 

length is three dimensions, the range of d or private key values is from -100 to 100. The probability of 

success guessing the private key by the attacker is  
1

2019
. This attack can be seen in Figure 4. 

 
 
 

 
Figure 4. Impersonation of the Certifying Authority 

In Figure 5, the attacker is trying to impersonate the Certifying Authority. The attacker sends a message 
to the Voter, but after getting the message, the Voter verifies the signature.  

 
Figure 5. The attacker sent messages to the Certifying Authority 

In Figure 6, the result is invalid because the attacker generates the wrong signature of the Certifying 
Authority. 

 

Figure 6. The Voter Verifies the signature. 

Based on discussion and evaluation, the proposed scheme is stronger than Wu and Yang scheme [15] 
against impersonation attacks because the probability of successful impersonation attacks for the 

proposed scheme is 
1

𝑑𝑛×𝑛
, and for Wu & Yang is 1. 
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3.3.  MITM between the Voter and the Certifying Authority in the registration process 

This attack aims to change the data sent by the Certifying Authority using incorrect data. The 
attacker then intercepts communications between the Voter and the Certifying Authority. Suppose the 
attacker wants to impersonate the Certifying Authority and send a new message to the Voter. In that 
case, the attacker needs to create a new signature using the Certifying Authority's private key so that the 
Voter still recognizes that the message's sender is the Certifying Authority. To generate the Certifying 
Authority's private key, an attacker needs to know the dimension of the matrix and length d. So, the 

probability that the attacker can generate the correct Certifying Authority's private key is  
1

𝑑𝑛×𝑛
. 

Assuming the attacker knows the private key length is three dimensions, the range of d or private key 

values is from -100 to 100. The probability of the attacker generating the correct private key is 
1

2019
. This 

attack can be seen in Figure 7. 
 

 
Figure 7. MITM attack between the Voter and the Certifying Authority 

The result of this attack can be seen in Figure 10. Figure 8 shows how the attacker intercepts a message 
from the Certifying Authority.  

 

 

Figure 8. Attacker Intercepts the communication 

In this simulation, the attacker creates a new message and sends it to the Voter. The Voter receives an 
encrypted message in the second row in Figure 9. 

 
Figure 9. The atacker sends new message to the Voter 

After getting the message, the Voter decrypts the message using his private key. After decrypting the 
message, the Voter verifies the signature of the sender. The result is invalid because the attacker 
generates the wrong signature of the Certifying Authority. 

 
Figure 10. The voter verifies the signature 

Based on discussion and evaluation, the proposed scheme is stronger than Wu and Yang scheme [15] 
against man-in-the-middle attacks because the probability of successful man-in-the-middle attacks for 

the proposed scheme is 
1

𝑑𝑛×𝑛
, and for Wu & Yang is 1. 

 

4. CONCLUSION 

The proposed scheme using GGH digital signatures can overcome the problem of existing 
method, which are impersonation attacks and man-in-the-middle attacks. Based on the results of 
experiments and analysis, it has been proven that the proposed method is secure against man-in-the-
middle attacks and impersonation attacks because the probability of succeeding man-in-the-middle 
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attack and impersonation attack is 
1

𝑑𝑛×𝑛
 . This research also evaluates the time complexity of the 

proposed scheme. The encryption time complexity used in the proposed scheme is 𝑂(𝑚𝑛𝑝). In this 
system also achieve the anonymity, transparency, and immutability of data with the blockchain but, in 
this proposed scheme the Voter cannot directly input the vote to the blockchain. To input the vote to the 
Blockchain the Voter needs the Node. For future work, it is necessary to evaluate the security of the 
blockchain system. 
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